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+ 890 square miles

* 111 miles of electrical
transmission and distribution
lines

* Multiple grid control centers
& substations

* 579 buildings

* 177 miles of paved roads
* 14 miles of railroad lines

* 3 reactors

* Mass transit system

* Security

* Museum

* 300 metric tons of used fuel

» Educational and research
partnerships — CAES

» Craig Rieger

* 2 Moose












W An ounce of prevention
/g__, "W\ /s worth a pound of cure

d R - Ben Franklin




By failing to prepare,
you are preparing to fail.

- Benjamin Franklin




Dependency

Reliance on
the functionality provided by
some other external component



Interdependency

A mutual dependence,
connection or correlation



Vulnerability

he inability of people,
organizations, systems and
socleties to withstand adverse
iImpacts from multiple
stressors to which they are
exposed



Resilience

The mental abllity to recover quickly
from depression, illness or misfortune

he physical property of material that can
resume its shape after being
stretched or deformed,; elasticity

The positive ablility of a system or
organization to adapt itself to the
conseguences of a catastrophic failure
caused by power outage, a fire, a bomb or
similar



Resilience (Rieger*)

A resilient control system is one that
maintains state awareness and an accepted
level of operational normalcy Iin response to
disturbances, including threats of an
unexpected and malicious nature.

* Wikipedia on “Resilient Control Systems”
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RESILIENCY:

How Superstorm Sandy
Changed America’s Grid

by Stephen Lacey
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BEYOND
CYBERSECURITY

JAMES M. KAPLAN e TUCKER BAILEY » DEREK O'HALLORAN
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Dependency vs. Vulnerability
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Exercise and
Exercises
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